MINUTES
Approved by the Committee
Ad Hoc Committee on Legislative Technology
Friday, October 18, 2024
1:30 P.M.
Room Budget Conference
Boise, Idaho

Members in attendance: Cochairs Representative Cannon (Zoom) and Senator Ricks (Zoom);
Representative Ehlers (Zoom) and Senator Cook (Zoom); Legislative Services Staff: Norma Clark, IT
Division Manager; Jeff McFarland, IT Deputy Division Manager; Paul Headlee, LSO Deputy Director;
and Jennifer Kish, Information Liaison. Absent and excused: Representative Mathias and Senator
Ward-Engelking.

Opening Remarks, Roll Call, Approval of Minutes

At 1:50 p.m., Cochair Ricks called the meeting to order; a silent roll call was taken. Cochair Ricks
asked for action on the minutes of the May 19, 2023 and August 21, 2023, meetings. Representative
Ehlers moved to approve the minutes of the May 19, 2023 and August 21, 2023, meetings as
presented; Senator Cook seconded the motion. The motion was approved by unanimous voice
vote.

2024 Session Recap

Norma Clark, IT Division Manager, presented a report summarizing the 2024 Legislative Session.
Senator Cook noted that the audio improvements made in the JFAC room after session were both
noticeable and appreciated. Cochair Ricks commented that the podium microphone in Room WW53
occasionally tended to overload. Ms. Clark acknowledged the concern and indicated that IT staff
would review and adjust the microphone settings prior to the start of the 2025 session. No changes
were suggested to the session recap report as presented.

FY 2026 Budget Proposal & Approval

Ms. Clark then distributed the proposed FY 2026 technology budget for the committee's
consideration. She noted that Senate Bill 1312 (2024) had advanced the submission deadline for all
budgets to September 1, which means future meetings of the Technology Committee will need to be
scheduled prior to the Legislative Council meeting, which is typically, June meeting. Ms. Clark also
reported that in response to a prior request from the committee, Legislative Services staff conducted
an evaluation of Zoom licenses. As a result, the division eliminated 17 Zoom licenses, one Zoom
Webinar license, and the Zoom VTC Room connector.

In response to a question from Senator Cook regarding the decision to retain Zoom rather than
transitioning to Microsoft Teams, Ms. Clark explained that Zoom offers significant programming
advantages, particularly for managing public testimony. Additionally, the GEMS system has already
been programmed to interface with Zoom, and a transition to Teams would necessitate a complete
rewrite of the chairman and remote testimony applications. Ms. Clark further noted that the
projected cost savings from such a switch would amount to approximately $5,000, a figure that
seemed inconsequential compared to the staff time and resources required for the system overhaul.
Cochair Ricks expressed agreement with this evaluation.

Paul Headlee, LSO Deputy Director, provided clarification on the budget process, explaining
that with the committee's approval, the proposed budget would be submitted to the Joint



Finance-Appropriations Committee (JFAC). JFAC would then evaluate the request and, if approved,
include it in an appropriation bill to be considered by both chambers of the Legislature.

Cochair Cannon moved to approve the FY 2026 technology budget as presented. The motion was
seconded by Senator Cook and approved by unanimous voice vote.

Laptop Agreement

Ms. Clark presented the proposed Legislative Laptop Usage Agreement for the committee's review
and approval. She noted that the existing agreement had last been approved in 2018 and was
therefore due for an update.

Cochair Ricks inquired whether the agreement applied solely to legislators. Ms. Clark confirmed
that it did, explaining that staff operate under a separate agreement and that this version was
specifically intended for members of the Legislature.

Senator Cook recommended that the term "laptop" be broadened to "electronic devices" to better
reflect the range of technology currently in use. Cochair Ricks concurred and further suggested
that a definition of "electronic devices" be added to the agreement to clearly specify the types of
equipment covered. He also proposed including language such as "any device provided by the
Legislative Services Office (LSO)" to avoid ambiguity.

Ms. Clark acknowledged the committee's suggestions and stated that the agreement would be
revised accordingly and redistributed to committee members for final approval.

Email Security / Spam Solution (FY 2028 Budget)

Jeff McFarland, IT Deputy Division Manager, presented a proposal for the Legislative Services Office
(LSO) to assume control of its own email spam filtering system. He explained that the Legislature's
email is currently filtered through the Office of Information Technology Services (ITS); however, this
arrangement has resulted in delays in the timely receipt of important messages. To address these
issues, Mr. McFarland proposed adopting Abnormal Security, an advanced email filtering software
that uses artificial intelligence. He noted that this solution is currently in use by the State Treasurer's
Office and highlighted the platform's "graymail" feature, which offers more precise filtering and
management of non-malicious but unwanted email. He further cited the benefit of removing LSO's
email services from the executive branch's ITS purview, allowing greater control and responsiveness.

Ms. Clark added that the annual cost of this solution would be covered under existing LSO budget
allocations through FY 2028. Beginning with FY 2028, the ongoing annual cost would be incorporated
into the House and Senate technology budgets.

Multi-Factor Authentication (MFA) (FY 2028 Budget)

Mr. McFarland also introduced a proposal to implement multi-factor authentication (MFA) for the
division's Microsoft software platform to enhance cybersecurity protections. He solicited input from
the committee regarding adoption and asked whether members would be willing to serve as the
pilot group for the rollout. Committee members unanimously agreed to participate and expressed
strong support for the initiative, noting that MFA implementation was overdue given the current
cybersecurity landscape.

Members expressed a desire to have the system in place by December 1 to coincide with new
member orientation and emphasized that it should be fully operational before the start of the
legislative session. Ms. Clark reiterated that the annual cost for MFA would be covered under the
current budget through FY 2028 and would be integrated into the House and Senate budgets
beginning in that fiscal year.

GovDelivery News letter Subscription (FY 2028 Budget)
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Ms. Clark informed the committee of plans to reimplement GovDelivery, a digital newsletter
subscription platform used to support public communication and constituent engagement. She noted
that the cost of the service would be covered by existing LSO budget allocations through FY 2028,
after which the annual cost would be added to the House and Senate technology budgets.

During discussion, members briefly considered MailChimp as an alternative but noted that the
service's pricing had become increasingly unpredictable. The committee ultimately supported
proceeding with GovDelivery, citing its cost-effectiveness and long-term sustainability as a more
reliable solution.

GEMS 2.0 / Website Redesign Update

Ms. Clark provided an update on the GEMS 2.0 modernization project, noting that the current
system is approximately fifteen years old and requires significant technology upgrades. She reported
that her team has engaged and will continue to engage focus groups to identify enhancements for
the updated platform.

Ms. Clark also reported on the progress of the Legislature's public-facing website redesign. The
project, being developed in collaboration with a third-party web developer, places a strong emphasis
on improving usability and accessibility. She invited committee members to serve as a focus group
for the redesign, and they agreed to participate and provide feedback throughout the development
process. Ms. Clark noted that LSO IT staff will work directly with the developer, and a prototype is
expected to be ready for committee review at the next Technology Committee meeting.

Miscellaneous Announcements and Adjournment

Mr. Headlee recommended that LSO's legal counsel review the revised electronic device user
agreement prior to its distribution to committee members for final approval.

Senator Cook moved to approve three action items:

1. Accept the electronic device user agreement at the discretion of the cochairs pending legal
review;

2. Adopt the use of multi-factor authentication (MFA); and
3. Proceed with the GEMS 2.0 improvements and website redesign.

Cochair Cannon seconded the motion, and the motion was approved unanimously by voice vote.

With no further business to address, the meeting was adjourned at 3:27 p.m.
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