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CONVENED: Chairman Foreman called the Senate Commerce and Human Resources
Committee (Committee) to order at 1:30 p.m.

S 1066 IDENTITY THEFT - Amends existing law to revise provisions regarding
disclosure of breach of personally identifiable information and to require that
agencies, individuals, and commercial entities offer free credit monitoring
services in certain situations. Senator Toews explanation emphasized that
this legislation strengthened identity theft protections by expanding the scope of
what was considered Personally Identifiable Information (PII) and aligned the
State's standards with industry best practices for data security. Idaho was taking
a proactive approach in protecting residents' personal information, which was
increasingly important as digital data and cybersecurity concerns grew. Additionally,
the legislation ensured that victims of data breaches received essential services
such as free credit monitoring and guidance on how to protect themselves. This
could significantly reduce the risk of long-term financial harm for victims.

Senator Toews explained that while the bill did not directly impact State or local
revenue, there was a potential cost burden for agencies if they were required to
offer up to 36 months of credit monitoring to breach victims. The estimated cost
of $450 per victim could add up, but the bill did not mandate such costs unless
breaches occurred, meaning it provided a measure of protection without ongoing
expenditures.

DISCUSSION: Senator Ward-Engelking queried if an agency had a data breach and it involved
many victims at $450 per person, she was concerned that this could cost the State
a sizeable amount of money. Senator Toews stated he was willing to send the
bill to the 14th Order of Business for possible amendment in order to reduce the
required length of time from 36 months to 12 months, lowering the cost.

Senator Lakey referred to page 3 of the bill and noted that "if the investigation
determined that the misuse of information about an Idaho resident had occurred
or was reasonably likely to occur," and queried if it was better to have the wording
"it has occurred." Senator Toews replied if that were to happen, there were many
situations where there was clearly a data breach, and access to information, and
those victims would not be included. He stated he was open to the possibility of
removing that phrase, but he had to do further research.

Vice Chairman Lenney asked what was the basis for this bill. Senator Toews
stated he had a constituent who asked for an update in code to include PII and to
bring the law up-to-date.



Senator Bernt expressed a concern over the fiscal note. He asked for data of
how many breaches occurred in Idaho. He wanted more information of what the
estimated cost was to the State. Senator Toews explained the $450 was an
industry standard. He did not know how many users had a breach. He remarked
the larger organizations offered 12 months of credit monitoring.

Senator Nichols questioned that since Senator Toews was agreeable to sending
this bill to the 14th Order for possible amendment, were there any other things
he wanted to explore. Senator Toews outlined the amendments. He suggested
that on page 2, line 23, to remove the health insurance policy number or other
unique identifiers used by a health insurer. He remarked that since this information
was shared freely, he did not believe it would fit under the definition of PII or was
necessary to add the definition. He stated he would consider a consumer fraud
exemption pertaining to Section 1 of the bill, adding a breach of security of the
system of an agency, individual, or commercial entity did not include an acquisition
of data from any source other than systems maintained by the agency, individual or
commercial entity, or a service provider acting on behalf of an agency, or individual
or commercial entity. If someone gave access to their own information, and they
were tricked into giving out the information, the access was still illegal, but the
State could not hold the agency or the commercial entity liable. A definition was
going to be added for encryption, which scrambled data and required a digital
key to unscramble the data and any other technique that translated or substituted
unusable data for personal information and required a token key or other protective
process to convert the translated or substituted data to personal information.

Senator Nichols explained there was a current scam where elderly people were
solicited saying they were from the police or they had a warrant for their arrest,
asking for credit card or bank information. She queried how would that type of
situation be handled. Senator Toews remarked this actually fell outside of the
scope of this legislation. He planned to add that information in the Amending Order.

MOTION: Senator Nichols moved to send S 1066 to the 14th Order of Business for possible
amendment. Vice Chairman Lenney seconded the motion.

DISCUSSION: Senator Ward-Engleking and Senator Lakey expressed a concern about the cost,
but were in support of the bill. Senator Toews stated he would conduct research
and obtain the information about the cost. He noted this bill applied to agencies
and commercial entities as well. Senator Lakey added that if an agency or an
entity did not do what they were required to do to adequately protect people, they
should be responsible for the consequences. He asked that this be examined
in the amendments to the bill.

VOICE VOTE: The motion to send S 1066 to the 14th Order of Business for possible amendment,
carried by voice vote.

MINUTES
APPROVAL:

Senator Ruchti moved to approve the Minutes of February 6, 2025. Senator
Lakey seconded the motion. The motion carried by voice vote.
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PRESENTATION: Honoring of Page Samantha Smith. Chairman Foreman asked Ms. Smith what
she learned while being a Senate Page. She said she had learned how the Senate
conducted business and what they did to serve the State. She stated she wanted to
extend her gratitude to each and every one of the Committee members for serving
the State with the utmost regard.

Chairman Foreman praised Ms. Smith and stated she was a cut above the others.
He said he hoped this was not the end of their association, but rather the beginning.
He officially awarded her Very Important Person (VIP) status and encouraged her
to become a Representative or a Senator in the future. He explained she was
welcome at the Senate and in his or the secretary's office whenever she was at the
Capitol. He thanked her from the entire Committee, the Idaho State Senate, and
most importantly, from the people of the great State of Idaho for a job well done.

Chairman Foreman asked Ms. Smith to tell the Committee what she had been
involved in and some of her speech activities and the awards that she had
accumulated. Ms. Smith explained she had the opportunity to work as a Senate
Page, but also had the great opportunity to work in competitions through the Idaho
Farm Bureau (IFB) and through the Idaho Future Farmers of America (FFA). One of
her recent opportunities was competing at the State level at the IFB High School
Discussion meet where she placed third in the State. She also competed in the
IFB with a prepared written speech through the High School Speech Program and
Competition. She was first in the State. She was presented with her Page gifts and
letters of recommendation from the Committee. She thanked all.

Chairman Foreman invited Ms. Smith into the well to give her award winning
speech.

DISCUSSION: Vice Chairman Lenney praised Ms. Smith for her speech and asked her how
she created the speech. She explained what made her think about how to craft
the speech was from a sign on her front door, which said, "On the eighth day, God
made a farmer." That message always resonated with her and she was extremely
proud of her agricultural roots. The Committee members all praised Ms. Smith for
her exceptional speech.

Senator Lakey asked Ms. Smith how her experience as a Page impacted her
perspective and what impact did that have on her future. Ms. Smith stated this
opportunity gave her a much broader idea of what she wanted to do. Originally, she
wanted to major in agricultural communications and work with the public relations
side of things for agricultural commodity groups. Since being a Page, she stated
some of her ideas were altered. She still wanted to advocate for the industry, but
eventually she may want to run for a servant position within the Legislature. She
noted the legislators did extremely important work. Legislators worked all day,
every day, thinking about bills that helped the citizens of the State.

Chairman Foreman stated it had been a joy having Ms. Smith at the Senate. He
encouraged her to come back and visit.

ADJOURNED: There being no further business at this time, Chairman Foreman adjourned the
meeting at 2:12 p.m.

SENATE COMMERCE & HUMAN RESOURCES COMMITTEE
Thursday, February 13, 2025—Minutes—Page 3



___________________________ ___________________________
Senator Foreman Linda Kambeitz
Chair Secretary
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